
 

HIPAA 
What is HIPAA? 

HIPAA is an acronym for the Health 
Insurance Portability and Accountability 
Act. HIPAA contains federal regulations 
that govern the confidentiality, privacy, 
and security of information that healthcare 
providers, such as St. Vincent’s Health 
System (STVHS), maintain about their 
patients and about others who utilize their 
services. 

Who is protected by HIPAA? 

Patients served by STVHS, whether 
inpatient or outpatient. 

What information is confidential? 

All information about our patients is 
confidential. Information communicated 
orally or in writing, or contained in 
medical charts and databases, in files, or in 
electronic or recording devices that 
identify, or could possibly identify, 
someone as a patient is confidential. Even 
information you learn just because you 
work around STVHS, like seeing a 
neighbor or acquaintance in the hospital or 
overhearing a conversation about a patient, 
is confidential information that you must 
not share with anyone, not even with your 
own co-workers, unless you are 
specifically authorized to do so. 

I Don’t Even Work Around Patients. 
Why Are You Telling Me This? 

You do not have to work directly in a 
patient care area to be affected by HIPAA. 
Because you are an associate of STVHS 
you probably see our patients or see 
patient information every day. For 
instance, if you work in a billing office or 
in an accounting office, you might not 
actually see the patients, but you see 
information about them. That information 
is confidential. If you work in 
housekeeping or maintenance, you have 
access to locked offices that often contain 
confidential information about patients. If 
you clean rooms in our hospital you may 
come in direct contact with our patients. If 
you walk through patient care areas on 
your way to your office, or you deliver 
supplies or mail to offices on campus, it is 
likely that you come in contact with our 
patients. The law says that we must keep 
information about our patients 
confidential. 

What if I run into a friend? Can’t I tell 
someone that I saw them? 

If you inadvertently gain confidential 
information in the course of performing 
your job duties as a result of your 
employment relationship with STVHS, 
you must not share it. Under these 
circumstances, if that friend is at STVHS 
as a patient you must not disclose that to 
anyone else – not to other friends, not to 
your family, not to your friend’s family. 
Our patients have a legal right to privacy 
and, in your role as an employee you have 
an obligation to maintain that privacy. 

If I work in a patient care area, can’t I 
even discuss confidential information 
with a co-worker who also works in that 
area? 

Not unless your co-worker has a need and 
a right to know the information. 

What do you mean by a “need and right 
to know”? 

Your need and right to know confidential 
information is defined by the job you 
perform. If you must know the information 
to successfully perform your job duties, 
then you have a need and a right to know 
the information. Your co-worker, 
however, might not need to know the same 
information as you in order to do his or her 
job. 

What happens if I release confidential 
information? 

Breaching the confidentiality and privacy 
of our patients, even unintentionally, is 
serious and can result in discipline and 
even termination. In addition, the misuse 
of patient information can result in 
government fines and even criminal 
penalties. 

What should I do if I see confidential 
information just lying around? 

If you see confidential information left 
unattended or unsecured, or you witness 
any practice that you think might result in 
the release of confidential information, 
you should either report it to your 
immediate supervisor or the Privacy 
Officer.  
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What can I do to comply with 
HIPAA? 

 Treat all patient information as 
confidential. 

 Never access unauthorized 
information. 

 Keep all confidential information 
secure. 

 Maintain fax machines in a 
confidential location & use STVHS 
fax coversheets. 

 Keep file cabinets and offices that 
contain confidential information 
locked. 

 Never dispose of confidential 
information in the regular trash, 
always shred it. 

 Never discuss confidential 
information with anyone who does 
not need to know the information. 

 When sharing information with 
those authorized, monitor the area 
for those who may overhear. 

 When mailing confidential 
information, remember to clearly 
mark the package as confidential. 

 Be familiar with the privacy 
policies of STVHS. 

How do I protect patient 
information that is stored 
electronically? 

 Never share you computer 
passwords. 

 Make network passwords difficult 
to break.  Passwords should be 8 
characters long, contain alpha and 
numeric characters, and have 
upper and lower case characters. 

 Passwords should be changed 
periodically or if thought to be 
compromised. 

 Passwords must not contain your 
user ID or your name. 

 Passwords must not be a simple 
word with a number on the end. 

 Shared work stations (i.e. nurse 
stations) should have any patient 
information applications locked or 
logged out when not attended. 

 Utilize screen savers, password 
protected if available. 

 Log off of all computers prior to 
leaving the work area, or engage 
password protected screensavers 

 Computer screens should not face 
public areas or should be placed 
to minimize view from the public. 

 Never send patient information 
electronically to recipients outside 
of STVHS without encryption or 
contacting IT for assistance. 

 Protect our computer systems 
from outside threats by being 
suspicious of emails and email 
attachments from unknown 
senders. 

 Be familiar with our Acceptable 
Use policy which defines 
appropriate uses of STVHS owned 
resources.   

 

Contacts:  

Corporate Responsibility 
Officer/ 

Privacy Officer  
 

STVHS – Yolanda Rich 
939-7742 

 
Birmingham – Caroline Cook  

930-2027 
Security Officer 

Eddie Kilgore 
930-2035 

 
Or report your  

HIPAA Concerns via the 
Values Line 1-800-707-2198  

or 

www.AscensionHealthValuesLine.org 


